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Abstract— This paper presents a novel implementation applications in a secure environment under real-time
of an embedded Java microarchitecture for secure, real- constraints. Especially, all JVM concepts are considered
time, and multi-threaded applications. Together with the here.
support of modern features of object-oriented languages,
such as exception handling, automatic garbage collection Il. RELATED WORK

and interface types, a general-purpose platform is estab- . .
lished which also fits for the agent concept. Especially, Quite some research has already been carried out

considering real-time issues, new techniques have beerPn the efficient execution of Java bytecode directly on
implemented in our Java microarchitecture, such as an hardware. This main goal is joined with the mapping of
integrated stack and thread management for fast context the basic JVM concepts on hardware structures to enable
switching, concurrent garbage collection for real-time the fast operation in embedded systems without the help
threads and autonomous control flows through preemptive of an operating system. Several Java processors have
round-robin scheduling. been developed [1]-[21], which will be briefly surveyed
in this section.
Except for the FemtoJava, all Java processors are
Object-oriented programming has led to a fast anditially designed to completely support all Java byte-
easy development of complex applications with a sharodes. Thus, we will analyze the support of several
time-to-market. In this domain, Java is very popular asdvM concepts and their implementation, particularly
addresses also portability and security features throughih regard to the support of multiple, real-time threads.
the definition of the Java Virtual Machine (JVM). AsAn overview of the properties and the features of selected
more and more target systems implement the JVM, tdava processors is given in Tab.l|. Besides them, there
same application can be executed anywhere. Anotlae several other processors, however, with only limited
important feature is the compact Java bytecode leadingnformation available, which prohibits their inclusion in
small memory requirements and reduced download tintbe table: the reconfigurable simple Java core (R-Java)
So, it is predestined for the use in resource constraing®], the asynchronous Java processor [14], the VLIW
devices. This enables applications running anywhereJava processor [15], the JA108 Java coprocessor [16],
any time as well as the support of agent systems. the Jazelle extension of the ARM processor [17], [18],
As the execution of Java bytecode by interpretation lisghtfoot [19] and AMIDAR [20], [21].
known to be rather slow, Just-In-Time (JIT) compilation Typically, the design of a Java processor follows that
has been used to translate Java bytecode to the hfse RISC processor. Pipelined bytecode execution is
processor’s native instruction set. As this requires muchmmon, which leads to the well-known conflict be-
memory, the alternative of executing Java bytecode riaeen high clock frequencies (throughput) and the execu-
tively has been considered for embedded Java implemé&an latency of branch instructions. This problem may be
tations. The challenge is to combine this execution wiolved with branch prediction, which, however, requires
real-time constraints to support this application domaiadditional chip area and energy and, thus, conflicts with
Our implementation of an embedded Java microarciipe target application domain in embedded systems.
tecture, called SHAP, fills this gap by implementing new As Java bytecode applies a stack-based execution
techniques to support multi-threaded general-purpo®@del, the stack implementation of a design is a
performance-critical issue. So the stack is typically
mapped onto a fast internal memory or even a register
All trademarks are the property of their respective owners. file. An exception to this rule is, again, FemtoJava, which
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TABLE |

asi nvokevi rtual tremendously and has a positive
PROPERTIES ANDFEATURES OFSELECTED JAVA PROCESSORS

effect on the maintainability. Because this approach re-

= = g quires additional memory, there is no general statement if
= =T 5 & § g itrequires more or less chip area than an implementation
= 5 9 P2 with complex state machines only.

$ T B 52 th lex stat h ly

2 & o § i~ c\f/ = In addition to the Java bytecodes defined by the Java

£ 8 5 E s 2 < Virtual Machine Specification [27], the Java processors
S v 5“— em ¥5 ”’4 o "; implement special bytecodes for the access to the run-
ipeline stages 2 2 . . .
Instruction folding oL _, . time system and_lnternal data_ structures, a task that is
Microcode -+ o+ ¥ + + + performed by native methods in software JVMs.
Software Traps -+ 2+ + + Java is an object-oriented platform storing all data
Stack Realization e r r= borod except for primitive data types inside objects located on
Objects -+ + + + 4+ 4+ theJavaheap. This is a memory area usually managed
Multiple Threads -+ - (#® *#* + + by a garbage collector (GC), which frees the memory
Thread HW-Support - -t -+ + occupied by unreferenced, i.e. unneeded, objects. The
Scheduler -7 - K S M M Gc can be implemented in either software or hardware
Synchronization -+ - 2 +’ M M . . .
Real-time Threads - - 4 + + + and is typically responsible for the memory used by
Garbage Collector - S s s S S H regular (non-real-time) threads.
GC for Real-time Threads - » -+ - - F Multi-threading is another essential JVM concept that
Dynamic ClassLoading - 2 - - - - * = gjlows the parallel execution of multiple tasks. Usually
H  Hardware M~ Microcode S Software regular threads are distinguished from real-time threads,
i Internal Mem. r Register e External Mem. .
+  supported - not supported »  unknown where real-time means that guarantees about the execu-

tion and answer time of a task can be given. Scheduling
can either be done in hardware, via microcode or with
in software. For a fast thread switch needed for short
response times, hardware assistance for context saving
and loading is required. Last but not least, controlled
access to objects used by multiple threads requires a
locates the stack in external memory while mirroring thg chronization mechanism. Such is commonly available
two topmost stack entries into registers. on a per object basis. An exception is JOP, which pro-
The mapping of the stack on a register file requirggdes only a single global monitor. Furthermore, this Java
the technique of instruction folding [23]-[{26], whichprocessor as well as Komodo support only a statically
assimilates instructions for stack data movement, like taflocated number of threads.
loading of local variables, with the actual computational The support for real-time threads by the currently
operation. This yields a typical RISC instruction withwailable Java processors is limited. Particularly, there
direct operand addressing and may accelerate the exagtho automatic garbage collection in the memory areas
tion of Java programs as it eliminates the unproductivged by real-time threads. Instead, the approach defined
cycles for data movement. The cost is additional chify the Real-Time Specification for JAVA (RTSJ) [28]
area required for the implementation of the read/wrilg used. It defines designated heap areas, typically one
ports of the register file. To bound the required chip areger real-time thread, with possibly different properties.
only a limited number of registers is available, and, thureal-time threads then allocate their objects exclusively
an automatic stack spill and fill must be implementelom their heap area without any garbage collector
(called: stack cache). Instruction folding is also avd#abinference. These heap areas can only be destroyed as a
for stacks mapped onto internal memory but its effect ighole as triggered manually by the programmer. Another
known to be much smaller, cf. [2]. approach is the Ravenscar-Java profile [29]—a subset of
Besides the direct implementation of the Java bytdie RTSJ. Here, allocation of objects is only allowed in
codes by state machines, it is also common to rely on the initialization phase. On the other hand, some research
help of microcode (firmware) as well as software trapsgsults are available, which show that automatic garbage
which themselves are backed by Java programs. Thalection is possible under specific real-time constraints
simplifies the implementation of complex bytecodes su¢®2], [30]-[32].

astatically allocated threads
Psingle global monitor



Neither is dynamic class loading at run time starframeworks run on typical operating systems, usage in
dard. Rather, the whole application is pre-linked into e@mbedded systems is not applicable. Furthermore, the
memory image, which enables fast execution but inhibitcemplexity of such frameworks prohibits the prove of
dynamic class loading afterwards. This is caused by thecure parallel execution of agents.
layout of the memory image, which would require new Our aim is to design a hardware platform which
information to be inserted rather than appended. Th&ectly provides concepts to run agents with the above
linking step by JOP [7] is one example. To provid@roperties in embedded systems in a secure context. This
dynamic class loading, the information must be stored ligads to the main features of o8ecure Hardware Agent
objects on a per class basis instead. The JEM2 proce®Rlatform, SHAP for short:

[12] takes another approach by managing two parallel, muylti-threading (with guaranteed time slots) and fast
Java Virtual Machines (JVMs). Here, each JVM uses a  thread switching establishing autonomous control
pre-linked memory image. It is not stated clearly whether  flows,

these images can be replaced at run time. « thread synchronization through monitors,

The aspects of automatic GC for real-time threads, exception handling (for secure execution),
and dynamic class loading at run time are covered in, multiple inheritance through interfaces to provide
particular by our project in addition to providing a  complex class frameworks for deliberative and pro-
general-purpose embedded Java processor for secure, active agents,
real-time and multi-threaded applications. « automatic memory management with garbage col-

lection,
lll. THE SHAP CONCEPT « Object serialization, for data transfer on a per object

The agent concept as developed in the field of artificial ~ basis in multi-agent systems to implement mobility,
intelligence, provides a new view on designing complex « integrated devices for sensing and acting of agents
systems: interaction of autonomous computing nodes in as well as communication between agents.
distributed SyStemS to establish inte”igent behavior. In Real_time Support’ to establish reactive agentS, iS
spite of the fact that there is no unique definition of agchieved through:

agent [33]-[39], all these definitions share some common, integrated stack and thread management in hard-

properties: ware,
« An agent works autonomous by having its own , integrated automatic and concurrent, i.e. processor-
thread of control. independent, memory management with garbage
« An agent is located in an environment and interacts  ¢ollection,
with it by sensing and acting on it. « fairly distributed processing time through preemp-
Further frequently assigned properties are: tive round-robin scheduling.

o An agent is reactive, if it continuously perceives the Especially, no underlying operating system is required
environment and responds to changes in a timefigr the JVM. The maintained low memory footprint
fashion. makes SHAP suitable for the application in the embed-

« A deliberative agent, instead, has an explicit modded system domain. Typical use cases for SHAP are:

of the world, and engage in planning and negotia-, Combination of several SHAP cores to form a

tion with other agents. multi-core system with shared memory and concur-
o Instead of (simple) sensing, the agent may also rent memory management with automatic garbage

directly communicate with other agents through collection:

specific protocols. This property is also called social , |nterconnecting several SHAP microarchitectures to

ability. form a multi-agent-system with data-transfer using
« A pro-active agent takes the initiative by acting  java objects;

on the environment, e.g., sending messages, with, Embedded system platform providing dynamic

preceding requests. loading of user applications beside their normal
« A mobile agent may travel through a network 0 functionality. For example, a prepackaged
obtain information on-the-spot. UMTS/GSM/GPS transmitter-receiver module

After defining agency, software frameworks arise with user specified data pre-/post-processing
introducing APIs for implementing agents. As these without integration of additional hardware;



SHAP Microarchitecture
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Fig. 1. Schematic of SHAP Microarchitecture

« Monitor processor checking the consistency of sys- All Java bytecodes are executed through microcode

tem states; in a 4-stage pipeline: bytecode fetch, instruction fetch,
o Adaptive filtering monitor processor for systendecode and execute. As the microcode subroutine can
debugging and error search. be as short as a single instruction, frequently used

Java bytecodes are executed within one cycle. All Java
bytecodes are either executed in constant time or their
The SHAP concept spans not only the SHAP microa@xecution time is known in advance based on statically
chitecture but also all the software components requirgdailable information, such as the size of a method or
to execute Java applications in hardware under real-titf®@ number of exception table entries. This property
constraints. All components of the microarchitecturenables the calculation of the execution time of a method
are required to perform their tasks in constant time &nd consequently for a complete application as required
achieve this main goal. for the real-time constraint. There is one exception
with i nvokevi rt ual andi nvokei nterface. The
called method may be unknown, so that their execution

The design of SHAP follows a strict modular aptime cannot be included. Special care has to be taken by

proach. The interfaces of the individual componentt)e programmer in this case.

as depicted in Fig.1, are on a high logical level as to Before the execution of a Java bytecode, several
achieve a high degree of encapsulation of a componeniénstraints have to be checked as defined by the JVM
responsibility and its implementation. The autonomoBpecification [27]. Static constraints, such as the appro-
handling of their responsibilities by the componentsriate types of stack operands, are verified at link time
enables a high degree of parallelism and frees the centipla bytecode verifier. Thus, the core must only perform
computing core from continuous burdens as the managedy dynamic checks such as testing for null references.
ment of the stack and the heap. The handling of exceptions whether so raised by the

a) The CPU: consists of the core (fetch unit,system or by user code is fully supported.

decoder, arithmetic/logic unit) as well as the on-chip Thread scheduling is implemented in microcode and
stack module, and directly executes Java bytecode Wibsisted by the multi-context capability of the stack,

the following differences: which is described below. For the scheduler, various

« All branch instructions use absolute target instru¢echniques can be considered, of which we chose a
tion offsets from the start of the method. This dogsreemptive round-robin scheduling to distribute the ex-
not impose a tighter bound on the allowable sizecution time fairly. Blocking accesses to devices on
of method code blocks than specified in the currettie integrated devices bus are exploited by the sched-
JVM specification [27§ 4.10] but it eliminates the uler, which suspends the blocking thread’s execution
need for theGOTO_Winstruction. for high core utilization in favor of the next in line.

o Extra bytecodes for system interfacing have bedtinally, also monitor synchronization is implemented in
introduced taking responsibilities of typically nativemicrocode where monitors are associated with object
code of software JVMs. instances including the instances of class objects for the

« Extra bytecodes for interface type coercion. synchronization of static code blocks.

IV. COMPONENTS

A. Hardware



TABLE 1
Stack
OPERATIONSPROVIDED BY STACK COMPONENT

- Registered State
Operation  Description

PUSH Pushes a word onto the top of the stack.
POP Pops a word from the top of the stack.

|
¥ ¥ ¥ 1
RD_VAR Loads a local variable (application date) from the -li—l-m-li—l Block RAM
[ x ]

current stack frame onto the top of the stack.
ST_VAR Stores the top of the stack into a local variable of
the current stack frame.

I

RD_FRAMVE Loads a frame variable (JVM data) from the current Heap I

stack frame onto the top of the stack. Thread :
RD_BW Use top of stack to index this many positions down !

into the stack and replace it by the value found stack_hdl - -

there.
ENTER Establish new method frame with the number of (inactive) (active)

arguments and local variables just pushed.
LEAVE :?](;s(t)rr(])g current method frame and activate preced- Fig. 2. Exemplary Stack Block Organization
SW TCH Activate stack of the (possibly new) thread specified

by the top of stack. y is necessary to retrieve théii s argument of a method
KI LL Destroy stack of the thread specified by the top of.

invocation to resolve interface and virtual method calls
by its runtime class type.
The stack component also takes care of the stack

The rather complex issue of the handling of insubstitution (context saving and loading) due to thread
terface types and the efficient implementation of tHwitching. Although thread switching bW TCH oc-
i nterface bytecode is covered in a separate papé&ipies the stack component for 5 cycles, it is still
It shall only be pointed out here that appropriate Suppmrformed in constant time. The destruction of a thread'’s
is provided. stack that finishes normally takes 3 cycles, a forceful

The core also provides an interface to the GC as @gstruction of a large stack space may take longer.
enable its scanning of the stack for alive references. All To provide one separate stack for each thread, the
references on the stack are marked with an additiorséPrage space used by the stack module is divided into
33rd bit set so that the stack module actually handlegually-sized blocks currently holding up to 64 words.
33-bit instead of 32-bit data. These blocks are organized in multiple disjunct singly-

The stack subcomponent provides high-level stadkked lists. Each list, except for the list of unused blocks,
operations executed in constant time to the core. Moigpresents the stack of one thread. Active thread stacks
so, the operations frequently required by the JVM agge linked backwards so that the topmost block is the root
implemented such that they are shadowed totally by taé the list. The state maintained by the stack module
regular execution of the core pipeline and are guarantded the basic management of these lists is limited to
to never slow the execution by requiring stalls. Thedbe index of the first block of the free lis¥B and
operations are, in particulaPUSH, POP, LD VAR, to the stack pointeSP identifying the block and the
ST_VAR and LD_FRAME. A short description of their internal offset of the top of stack of the currently active
and the other operation’s function can be found in Tab. thread. The heads of the stacks of inactive threads hold
For fast access by the core, the two topmost stack valiegnagement information internal to the stack module
are stored inside the registeTS (top-of-stack) and and are identified by a handle passed to and returned by
NOS (next-on-stack). the SW TCH operation. These handles are managed by

Besides these rather standard stack operations, alsotfigeruntime system typically as part of the state of the
method frame management is performed autonomoudlyr ead objects. An exemplary situation is depicted in
through the operationENTER and LEAVE. As an ex- Fig.2. The creation of a new thread stack is also achieved
ception, the operations require two cycles in total, bthrough theSW TCH operation by passing it the special
still run in constant time. handle- 1.

Java method invocation is further supported by the 1) Implementation: The organization of the stack
operationRD_BW which allows to copy a value locatedblocks in linked lists enables a fast dynamic growing
further down in the stack onto its top. Such an operati@nd shrinking of the active stack by relinking a block

stack.




between the free block list and the list of the active stack. ¢) An Integrated Memory Controllerwhich pro-
As the occupied stacks are backwards, this only requingdes a direct interface to external memory, like SRAM
fast manipulations at the heads of the lists. oder DDR-SDRAM, and, thus, does not incur additional

The constant execution time of block relinking caratencies due to external protocols.
however, only be guaranteed when the number of blocks d) The Integrated Devices Busonnects the SHAP
to be relinked is bound. In our case, we restrict ourselvesre with its secondary components. Many of these
to a single block whose relinking can be performeithplement the communication with the outside world.
within one cycle. This limits the extend of a method®thers realize a secondary interface to internal compo-
frame, which must be restricted to a block size with afients as the statistics port to the memory manager. The
its local variables (including arguments) and remainirtgus is mastered and arbitrated exclusively by the CPU.
operand stack contents, at least, on method exit. TAk connected devices are slaves.
currently available space of 64 words seems, howeverThe devices bus supports full 32-bit wide data and
to be sufficient for just about all practically relevanaddresses. While the upper part of the address selects the
applications, cf. [40], [41]. targeted device, the lower bits may be evaluated by the
a) The Memory ManagerThe memory managerdevice to distinguish several ports or commands. Every
manages the Java heap by allocating objects, performifgyice further supplies the core with two status signals
read and write operations on them and, finally, by freeir applicable. It signalseady when it is able to receive
memory used by unreferenced objects. This modul@ta from the core, and it asseatsai | abl e when data
encapsulates the complete object management. The Gp@vailable for reading from the selected port.
only acts on references, which identify objects, and The CPU does not handle all bus devices directly.
offsets into these objects. It rather interfaces to a single set of address, data and
All operations of the memory manager are execut&datus lines. The activation of a device to drive these
in parallel to the CPU and in constant time but malnes is performed through the device selection based on
take several cycles. This may lead to extra wait cycléde supplied address.
in the pipelined execution of the core but their worst- The currently implemented range of devices includes
case number is known in advance. Thus, execution undeserial interface (RS232), a PS/2 keyboard controller,
real-time constraints is still available. an LCD controller as well as the statistics interface to
To realize garbage collection under real-time cofbe€ memory manager. Due to the simple bus interface,
straints, the GC itself must fulfill real-time constraintsthe addition of further devices is straightforward.
i.e. the execution of Java bytecode must still perform in
constant time. One simple approach is to use a stop-te- software
world GC, which is implemented as another real-time
thread, which performs a complete heap scan within itsThe currently available software components are:

assigned time slot. The worst-case execution time of such, An implementation of the “Connected Limited De-
a GC can be calculated in dependence of the heap size. vice Configuration” (CLDC) API [42]—a subset

Although this yields a fixed bound, it would typically  of the standard Java API especially designed for
be prohibitively large requiring a very long scheduling  embedded devices.
period. The resulting guaranteed response time of the, The ShapLinker, which pre-processes and links the
system would be unacceptable for many applications.  input class files into a SHAP file ready for execution
A solution to this problem, is an incremental GC. on the SHAP microarchitecture. The SHAP file
We took this approach but, in contrast to others, we is not a flat memory image, it rather contains a
implemented the GC directly in hardware. This enables designated section with the information for the
parallel execution of the GC to all Java threads. Addition-  construction of a separate runtime class object for
ally, the integration into the memory manager minimizes each class. This lays the foundation for dynamic
the path to the memory for fastest possible access. class loading. The linker may also be ported to the
b) The Method Cachewhich caches the currently SHAP microarchitecture to provide an integrated
executed Java method, which is regularly stored on the System.
heap (inside the class objects). This is required only fore An assembler for the microcode used internally by
the von-Neumann architecture of the prototyping board. the core implementation.



V. PROTOTYPE

(5]

The SHAP microarchitecture is configurable to fit
for the specific application needs: size of the internal
stack, multi-threading is optional, size of the method®!
cache, garbage collection is optional, memory controller

is selectable, different (integrated) bus devices.

(7]

Currently, prototyping of the SHAP microarchitecture
is done on a SPARTAN-3 Starter Kit Board. The actualS]

configuration is:

» 8 KByte stack, up to 32 threads,

o 2KByte method cache,

« memory manager with GC,

o memory controller for external 1 MByte SRAM,

9]

o bus devices: UART, LCD, PS/2, memory statistics

unit
« clock frequency of 50 Mhz,

and has a resource usage on the Spartan3 XC3S1000 of:

Slices 2433 31%

Block RAMs 10 41%
18x18 multiplier: 3 12%
User I/O pins 95 54%

VI. CONCLUSION

(10]

[11]

[12]

[13]

This paper presented a novel implementation of an
embedded Java microarchitecture for secure, real-time,
and multi-threaded applications, thus fitting for operation
in multi-agent systems. Due to its additional SUPPOfi4)
for modern features of object-oriented languages, such
as exception handling, automatic garbage collection and
interfaces, it also establishes a general-purpose phatfor

built without an underlying operating system.

[15]

New techniques have been implemented for specific

real-time issues, such as an integrated stack and thread

Gte)

management for fast context switching, concurrent

for real-time threads and autonomous control flows
through preemptive round-robin scheduling. Open issuég]
are the further improvement of the memory management

as well as the integration of dynamic class loading.
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